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Computer networks are an important element in any modern organization.
Computer science students must be able not only to use the computer networks
but also to tune them in order to maximize their performance. In our Computer
Networks course[7], we have introduced some laboratory sessions where
students learn the TCP/IP protocol suite using a set of software tools.

This paper presents one of them, a network-monitoring tool, that was
developed to help our students. This tool gathers the information that TCP/IP
protocols exchange and displays it to the user in such a manner that it is easy
to understand the behavior of TCP/IP protocol family. It has the following
features: Free for students, simple to use and configure, it has a friendly user
interface, and its design is based on educational purposes.

INTRODUCTION

Nowadays, more and more institutions and companies use computer
networks as an important part of their decision and production systems.
These networks are usually connected to Internet, so the main protocol suite
used is TCP/IP. Computer science students will be network managers,
networking software developers, network designers, etc., so they need to
know and understand how computer networks works from the low level
(hardware) up to the application level.
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The course of Computer Networks at Technical University of Valencia
presents computer networks using the OSI reference model, that is, from
physical layer to application layer [5][6].

The first part of this course is focused on the three lower level layers of
network architecture. In other words, the main topics are related to
transmission medium, signal codification and modulation, noise
perturbation, point-to-point communication protocols, local area networks
(with special interest on FEthernet networks) and an introduction to
internetworking.

The second part of this course is dedicated to study the TCP/IP protocol
stack [3] and the Internet application level (sockets interface[4], client-server
model and standard applications).

There are several practice sessions in the laboratory related to the content
of theory sessions[2]. With respect to the first part of the course, we propose
several practice sessions: Develop a software that shows the fundamentals of
Fourier analysis, connect two computers using a RS-232 serial interface,
evaluate point-to-point protocols and, finally, use the NDIS interface to
access network devices.

With respect to TCP/IP protocol suite and Internet applications, we have
proposed several laboratory sessions to build a simple TCP/IP stack and to
design Internet applications.

The TCP/IP stack is developed from network access to transport
protocols, reusing the protocols debugged in previous sessions to build the
next one in the hierarchy.

All laboratory work is developed under Windows platform. We will use
VPACKET [9], which allows us to access to NDIS interface, as the base
level. The following protocols are proposed: ARP, ICMP, IP and UDP, and a
simple version of TCP [1].
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Figure 1. Windows network system architecture.
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After developing a protocol, the students have to test it. To test a protocol
we proposed a standard application that works as their corresponding upper
level. The protocol stack is made down to up, so upper protocols are not
available. The students use the services offered by the developed protocol
through a special application. The students act as upper levels and ask to
protocols for implemented services, and then the applications show the
received data from protocols. The students test this data to see if the
protocols work correctly.

In many cases it is difficult to know what goes wrong with the student’s
protocol implementations, so hard debugging process have to be performed,
wasting a lot of time and sometimes without positive results

The rest of this paper is organized as follows: First, we define the reasons
that lead us to develop a customized monitoring tool. Then, we describe the
monitoring tool main characteristics. In addition, some practical examples of
use are explained. Finally, some conclusions and future work are drawn.

2. MOTIVATION

In the real world, one of the most valuable tools in network management
is a network monitor. This kind of tool allows the network manager to
determine the characteristics of the network traffic. It can also be used to
analyze the contents of network packets and detect failures in protocol
implementations.

We found that commercial monitoring tools use to be too complex,
sometimes are hard to manage and their cost is, in general, very high. So, we
decided to develop our own network monitoring tool. This decision allowed
us to introduce educational objectives in its design.

The proposed network-monitoring tool has the following characteristics:

— It has to be cheap, better if free. If we build our own
application, the cost will depend on the programming
environment and used tools.

— The interface must be easy to use and to understand. A graphic
user interface would be desirable.

— The tool will be useful when studying TCP/IP protocol suite,
because it would allow analyzing in detail the behavior of
TCP/IP protocols.

— It has to be designed with a high modularity degree, so new
modules (protocols) can be easily added.

— The results given by the tool must be useful and easy to
understand by our students. These results could help students
and teacher in detecting bugs in protocol implementations.
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In addition, from our experience we know that students do not have a
global vision of what really happen in a computer network. They make
network applications in laboratory, but their vision of the network
architecture is limited to the applications behavior. It is important to know,
for example, what happens in our host, network devices, and the server host,
when a Netscape user asks for an URL. The monitoring tool helps students
to understand what is happening in network and the communicating hosts,
and learn with real traffic the principles of TCP/IP and Internet.

Finally, a statistics module has been added to application. This module
supplies a lot of information about our LAN traffic (protocol distribution,
network errors, packet counters, etc.)

3. MONITORING TOOL

Now, we will present the main features of our tool. We will make a tour
through the application, describing the network characteristics related with
each user interface and the obtained data.

In any case, the main objective in the design of the interface was
simplicity, that is, the student would understand what the application will do
if he changes any parameter, and the data windows have to reflect this
change as soon as possible.

The main objective is to develop a network-monitoring tool for TCP/IP
protocol family. This tool has to allow the study of TCP/IP main protocols
as: ARP, IP, ICMP, UDP and TCP. The relationship between these protocols
and OSI levels is shown in Figure 2.
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Figure 2. TCP/IP and OSI levels.




A network monitoring tool for student training 5

The tool is able to:

— Capture network packets. It filters those packets in a flexible
and efficient way. The filter parameters can be modified and
tune to better fit the educational objectives of each practice
session.

— Decode captured packets in order to display them in a readable
form.

— Store and retrieve sessions to/from disk. This allows to analyze
the captures off-line.

— Collect statistic information. This information can reflect the
use of network or the activity of a specific protocol.

The tool is designed to use it in Ethernet networks, but other networks
technologies could be used after the addition of the corresponding network
access module. In any case, Ethernet network is the one used in laboratory,
and it is also widely used in industry.

3.1 Overall description

The main application form is shown in Figure 3. Once started, the
network-monitoring tool allows the following operations:

1. Select the network interface to monitor. This step is necessary
when the application is unable to configure by itself network
connection properly. For example, when the host has more
than one network adapter or interface. This dialog is shown in
Figure 4, where we can see the config information.

2. Create a new capture session. Before the capture process a
filter must be defined. The filter determines which packets
will be displayed to user. The capture sessions are very useful
to understand the protocol operation.

3. Create a statistic session. If the user is only interested in the
global network behavior, the statistic session will give a lot of
information that shows the network activity.

4. Load a previous saved session. Some times is desirable to
compare the results of one session with a previous one. User
must be able to store and load data obtained in both kinds of
sessions: capture and statistic.

Different sessions can be created, but only one can be active at the same
time. Whenever a capture session is started, it is possible to extract statistic
information so there is an option to do that (See Figure 4).
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Figure 3. Main application form.
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Figure 4. Configuration dialog box.

3.2 Capturing packets

The first step to capture packets consist of a filter definition. The filter
allows the user to select packets that will be displayed during and after the
capture session. The interface to define the filter is shown in Figure 5. In the
example of Figure 5, all TCP packets will be captured.

As shown in the same figure, the filter only determines the capture
decision in base of the TCP/IP protocols and the information that packets
have in their headers.

As soon as packets are captured, they are shown to the user in a list box.
When the user selects any entry of this list, a second window appears with
the header information of the selected packet. This second window is a
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tabbed window, and has as many sections as protocols involved in the
captured packet. The Figure 6 shows an ICMP capture session.
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Figure 5. Filter definition dialog box.
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Figure 6. An ICMP capture session.
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33 Statistics presentation

As said before, we can obtain statistics when a capture session is started.
This solution is not good if we only want to get statistics because the capture
session must be stored and spends a lot of memory.

A statistic session can be started alone. In this case, the application asks
the user for two parameters: statistic period (in seconds) and the interval
used to display data in the statistic window. The statistic window is shown in
Figure 7.

The six categories, or tabs, corresponds to three levels of protocol stack
and two for general information. The network level is split in two sections,
one for IP protocol and another for ARP, ICMP and IGMP protocols. The
utilization graphic is calculated for Ethernet networks. If the tool is used in
other kind of networks, the utilization computation should be adjusted.

E stadisticas
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IP | ARP/CMPAGMF | UDP/TCP/APF | Utiizacin |

Distribucion de Tipos de Tramas
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Directas : 503 (14%)
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— Formatos de frama

DIX - 2300 (67%)

IEEE 802.3: 1163 (33%) EEE

Figure 7. Statistics window showing data about different frame types.

4. EXAMPLE OF USE

Now, an example of use is presented. This example will show how the
tool can be used to learn or debug a protocol. The selected protocol is POP3,
a TCP based mail protocol.

The first step is to define what we are going to do and then configure the
appropriate filter. The POP3 protocol is used to transfer mail from a mail
server to local host. The POP3 protocol is a client driven protocol, that is, the
client initiates all the transactions.
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We suppose that the involved hosts do not have other connection opened
and that we do not know which ports will be used. So, we need all TCP
traffic between hosts. The required filter is shown in Figure 8. Also, we
could configure a more strict filter, indicating, not only the server IP address,
but also the server remote port (POP3 well-known port: 80). If we do that,
the filter would only provide packets belonging to the POP3 session,
filtering any other TCP packets between both hosts.

Once the filter is defined, the monitor starts to capture data. To allow the
monitor to capture data we can start a mail client program and read the mail
in server. While mail client is reading the mail, the monitor is capturing the
transferred information. In a typical session with MS-Outlook with no new
message to be read, all the transaction is done using 31 packets.
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Figure 8. Filter example.

Then, the contents of these packets can be viewed and analyzed (Figure
9). The sequence observed in a POP3 session starts with the TCP connection
establishment. After this, the application protocol could start to transfer
information. As many other protocols, POP3 formats messages with ASCII-
7 character set, so it is easy to understand what is happening. The messages
are sorted in time.

Other example can be proposed using ping, traceroute or name server
(DNS) based applications. Ping and fraceroute use ICMP and DNS protocol
uses UDP. Almost all Internet users know ping and traceroute applications,
but the way they operate is not well known. We show in Figure 10 the result
of capturing ICMP and UDP messages when performing the command;
‘ping www.ieee.org’.
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Figure 9. Monitoring a POP3 session.
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Figure 10. Ping example.
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S. CONCLUSIONS AND FUTURE WORK

In this paper, a network monitor tool has been presented. This tool has
been specifically developed for computer network courses, so educational
objectives has been introduced in the design and development.

We use this tool at Computer Science Faculty of Technical University of
Valencia in order to learn and debug TCP/IP network protocols.

The main objectives have been achieved and students have found the tool
useful in their laboratory sessions. Some bugs have been corrected and a new
version is under development with suggestions from students.

Even though the tool was designed to be used in Ethernet based
networks, the used development environment and libraries allows its
operation in other networks. We test it through a PPP phone connection and
it works as fine as in Ethernet in all protocols above network level. The only
protocol that will not work fine is ARP and the utilization graphic is not
correctly calibrated.

The success of the tool has made us to consider adding more protocols
and application decoders to it.
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