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Abstract

Pervasive computing environments are charac-
terized by the formation of spontaneous net-
works, also known as ad hoc networks. QoS
support in ad hoc networks is a hard and chal-
lenging task due to the intrinsic complexities
of these networks. In this work we present
a solution - DACME - to support bandwidth
constrained applications in IEEE 802.11 based
ad hoc networks. We propose using the com-
bination of distributed admission control and
the IEEE 802.11e MAC technology as our ba-
sis for traffic differentiation. Experimental re-
sults show that with DACME we can greatly
improve the support of multimedia applica-
tions in ad hoc networks with little overhead.

1 Introduction

The transition towards ubiquitous computing
environments requires improving the currently
available technologies to offer more intelligent
applications, more powerful terminals and also
more flexible and self-structuring networks.
Mobile ad hoc networks (MANETS) are
the most natural solution to provide support
when a plethora of devices must communicate
among themselves in a same environment, es-
pecially when the wireless medium is the pre-
dominant channel of communication. The de-
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ployment of a QoS framework in such a perva-
sive environment is an important issue to ad-
dress due to the increasing demand for video
and voice communication, and also to im-
prove the support for bandwidth constrained
or time-critical applications.

In ad hoc networks we can devise two main
strategies to achieve QoS support. The first
one consists of configuring all devices pertain-
ing to the MANET to actively participate in
the QoS tasks; all devices must then assess
the available resources and perform resource
reservations or some sort of admission control,
thereby contributing to the overall QoS frame-
work. The second strategy consists of reducing
the efforts of the MANET terminals as much
as possible, so as to avoid collapsing those de-
vices with limited power and resources with
QoS-related tasks. According to this second
strategy, only the source and destination are
required to actively participate in providing
end-to-end QoS.

To the best of our knowledge, previous pro-
posals for QoS support in ad hoc networks re-
quire that all network stations actively partici-
pate in the QoS-support efforts, implementing
some sort of resource reservation or admission
control mechanism. Therefore, these fit per-
fectly in the first of the two strategies outlined
previously. If only a few stations do not imple-
ment these mechanisms, then the whole QoS
architecture fails or is hindered. Examples of
such proposals are FQMM [6], INSIGNIA [10]
and SWAN [5].

FQMM [6] has been presented as a flexible
QoS model for ad hoc networks. It proposes
a hybrid per-flow and per-class provisioning



scheme, so that traffic of the highest priority
is given per-flow provisioning, while other cat-
egory classes are given per-class provisioning.

Lee et al. [10] proposed INSIGNIA, an in-
band signaling system that supports fast reser-
vation, restoration and adaptation algorithms.
With INSIGNIA all flows require admission
control, resource reservation and maintenance
at all intermediate stations between source
and destination to provide end-to-end quality
of service support.

Ahn et al. [5] designed SWAN, a state-
less network model aiming at providing service
differentiation in ad hoc networks. SWAN’s
admission control mechanism requires all sta-
tions to keep track of the MAC’s transmission
delay of all packets in order to estimate avail-
able bandwidth.

In this work we propose a solution which
we named Distributed Admission Control for
MANET Environments (DACME). DACME
offers a new framework for QoS support in ad
hoc networks based on MAC-level QoS sup-
port offered by the IEEE 802.11le [7]| tech-
nology. DACME uses probes to assess the
available bandwidth in the network, and per-
forms admission control based on such mea-
surements. The purpose of DACME is offer-
ing a solution whose implementation and de-
ployment in real-life ad hoc networks is ef-
fective, simple, and without constraints or
strong requirements on intermediate stations
participating on traffic forwarding tasks. The
only requirement imposed by our technique
is that the different terminals conforming the
MANET are able to offer the basic level of QoS
support as dictated by the IEEE 802.11e stan-
dard. This is in clear contrast will all the QoS
frameworks referred before. In the context of
pervasive computing environments, DACME’s
functionality could be applied to test several
alternative paths, providing a method to de-
termine which paths are able to offer the de-
sired amount of bandwidth.

The rest of this paper is organized as fol-
lows: in the next section we expose the core of
our proposal. In section 3 we detail the algo-
rithm used to assess the available end-to-end
bandwidth. In section 4 we evaluate DACME

in both static and mobile ad hoc networks. Fi-
nally, in section 6 we present our conclusions,
as well as references to future work.

2 The distributed admission control
mechanism

The admission control mechanism proposed
basically consists of DACME agents running
at the source and destination nodes. Both
agents communicate in order to assess the
current state of the path and decide when a
connection should be accepted, maintained or
dropped. Such agents do not require any inter-
vention from intermediate nodes besides for-
warding probe packets as if they were real
data. QoS support requires applications to
register with DACME, which is responsible for
setting the IP TOS (Type of Service) packet
header field according to the QoS required by
the application. The IEEE 802.11e MAC must
then treat those packets accordingly.

In figure 1 we present the functional block
diagram of the DACME agent. The steps to
follow are the following: initially an applica-
tion registers with the DACME agent by in-
dicating the source and destination port num-
bers, the destination IP address and the QoS
parameters.

The QoS measurement module assesses the
available bandwidth by sending probe packets
to the destination; we set the probe packets
to the Video Access Category independently
of the type of service registered by the appli-
cation (see section 3).

Probe packets are generated back-to-back
and should be followed by a probe reply. The
source agent keeps a timer to be able to re-
act in case the probe reply is never received.
So, after sending the last packet of the probe,
it sets the timer to be triggered after a fixed
time interval (PROBE_RESPONSE_TIME
= 0.5s). If no probe reply is received,
the source considers the path to be down
and schedules a new probing cycle after IN-
TER_PROBE_ TIME (3s), to which we add
a jitter of +£0.5s to remove possible negative
effects that could arise from probe synchro-
nization.
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Figure 1: Functional block diagram of the
DACME agent

The DACME agent in the destination, upon
receiving the probe, will obtain a measure of
available end-to-end bandwidth. This value is
defined as:

Bmeasured = % . (Npackets - 1) (blt/S)(l)

where P, is the size of the data segment
of each packet, At,e. is the time interval be-
tween the the first and the last packet arriving,
and Npgckets is the number of packets received
(not the number of packets sent). This method
presents some resemblance with the one pro-
posed in [3] for the Internet, though in that
work authors used echo packets instead. They
did not have to deal with radio interference
problems or different Access Categories at the
MAC level.

The DACME agent in the destination will
then send this estimate value back to the
source. However, this destination agent must
also accommodate to the possibility that not
all probe packets arrive. So, when the destina-
tion receives the first packet it merely updates
the current sequence number. When the sec-
ond or the following packets are received, it
continuously updates an internal timer setting
it to be triggered after:

T=ﬂjvs—;jj"jg‘(Nrem+€)+T, (2)

where Tjqs¢ and Tirs¢ are the times of ar-
rival of the last and first packet received, Nyeco
is the number of packets currently received,
Nyem is the number of packets that remain
(not received yet), and ¢ is a fixed number of

additional packets used to model a certain de-
gree of tolerance; in our experiments we em-
pirically set it to 3. While in the first part
of the expression we try to accommodate dy-
namically to the state of congestion of the net-
work, there are situations where we cannot
predict the timeout value correctly; an exam-
ple is a MANET where the routing protocol
splits traffic through multiple paths. So, to
take into account such situations, we also add
7, a small constant time value; in out experi-
ments it is set to 50 ms according to the results
we found in [1]. If the timer goes up and the
destination did not receive more than half of
the packets, it notifies such occurrence to the
source (null probe).

The DACME source agent, when receiv-
ing the probe reply packet, will collect the
B measured values sent by the destination agent
and will use it to decide whether to admit the
connection or not, updating the Port state ta-
ble accordingly. As we will show in section
3.2, these bandwidth measurements need to
be corrected to make such short term band-
width measurements match long term band-
width measurements. Taking into account the
need to correct this bandwidth deviation, we
propose a strategy to perform probabilistic ad-
mission control as described in algorithm 1.

Algorithm 1 Probabilistic admission control
mechanism
After receiving a probe reply do {
correct the bandwidth estimation
if (there is a level of confidence of 95% that avail-
able bandwidth > requested bandwidth)
then accept the connection
else if (there is a level of confidence of 95% that
available bandwidth < requested bandwidth)
then drop the connection
else if (number of probes used < mazimum al-
lowed)
then send a new probe
else maintain the previous path state }

This algorithm allows reducing the number
of probes required to perform a decision to a
value as low as two probes; it occurs often in
those situations where it becomes quickly ev-
ident that the available bandwidth is either
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Figure 2: Static scenario

much higher or much lower than the requested
one. The maximum number of probes allowed
per cycle is set to five, according to the analy-
sis performed in [2]. If after sending five probes
still no decision can be reached, we maintain
the previous path state; that way, if a con-
nection is waiting for admission it will remain
blocked, and if it is active it will remain active.
Such criteria aims at reducing the entropy in
the system.

It should be noticed that the DACME agent
or the application itself should always re-
serve some extra bandwidth to cope with
network bandwidth fluctuations, routing data
and probes from other sources.

3 Available bandwidth estimation

In this section we will tune the admission con-
trol mechanism to achieve reliable bandwidth
measurements in a short period of time. We
consider that if measurements take too long
they can be corrupted by mobility, making
them unreliable and possibly useless. We are
also aware that longer measurements lead to
more reliable and accurate results, so we need
to find the best trade-off. Therefore, the most
important thing at this initial stage is to mea-
sure the different degrees of accuracy achieved
by the different probe sets, and tune them for
optimal performance.

In order to obtain precise values we devised
a static scenario which allows us to make mea-
surements in a controlled environment.

The static scenario we selected is presented
in figure 2. When choosing it we took into ac-
count several factors. First off all, we wanted
to make evident the impact of contention
among stations. This was achieved by ag-
gregating several stations located within data

communication range (traffic sources and first
intermediate station). Our aim was also to
create a multi-hop environment, since this is
typical of ad hoc networks. That was achieved
by including several intermediate stations on
the end-to-end path. With this setting we
also experience hidden terminal effects and the
impact of carrier sensing ranges (considerably
larger than data communication ranges).

To conduct our experiments we used the ns-
2 simulator [8] with the IEEE 802.11e exten-
tions by Wietholter and Hoene [11]. We set up
the IEEE 802.11 radio for IEEE 802.11g. Con-
cerning the IEEE 802.11e MAC, it was config-
ured according to [7].

Our measurements were made over a period
of 60 seconds and averaged over twenty simu-
lation runs. Due to the nature of the network
(static), the chosen simulation time is more
than enough to provide stable, long-term mea-
surements. We use static routing so that rout-
ing actions do not interfere with data traffic.
The purpose is to make reliable measurements
in a steady-state environment.

Relatively to the sources of traffic,
source/destination pair (S1, Di1) is used
by reference streams of different categories to
generate data at a very high rate, so that the
source’s network queue is always full; it is also
used to perform measurements using probes.
The three remaining source/destination pairs
are used to generate different levels of back-
ground traffic by varying the data generation
rate. The purpose is to gradually saturate
the network. These three background sources
generate traffic with negative-exponentially
distributed inter-arrival times for all Access
Categories available in IEEE 802.11e, which
are Voice, Video, Best-effort and Background.

The RTS/CTS and fragmentation mecha-
nisms are turned off. We set the packet size
to 512 bytes for all sources, including probe
packets.

To obtain reference bandwidth values
we perform different simulation experiments
where we set source S1 to generate: no traf-
fic, Voice test traffic and Video test traffic. In
figure 3 we show how the aggregated back-
ground traffic (BG) and the test traffic change
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Figure 3: Measured available bandwidth varying
background traffic

by varying the background load. By repeating
the experiments several times with the same
parameters we have a confidence level of 99%
that the mean value will be within 1% of all
points represented.

From figure 3 we see that if all bandwidth is
available (background traffic load is null) there
is not much difference between the throughput
achieved with the Voice and Video test traffics.
However, as the background load increases, it
becomes evident that the bandwidth share ob-
tained by Voice traffic is higher, especially in
saturation. So, similarly to what was found
in [9], we should set the probes always to the
same priority to avoid that a source accepts
high priority connections that would degraded
the performance of its own ongoing connec-
tions with lower priority. This is known as
the stolen bandwidth problem. Therefore, we
will perform all our bandwidth measurements
using probes set to the Video AC.

3.1 Probe size tuning

In this section we will find the optimal number
of packets per probe taking into account the
trade-offs between the accuracy of bandwidth
measurements and probing time. We use the
values for the Video test traffic depicted in fig-
ure 3 as reference, and we test different probes
with sizes (number of packets) equal to 2, 3,
4, 5,10, 20 and 50.

The results of our experiments show that
the probing process tends to over-estimate the

available bandwidth slightly. Also, the degree
of accuracy achieved with different probe sizes
can vary greatly. In table 1 we assess this ac-
curacy using the peak value of the average nor-
malized standard deviation found under high
congestion.

As the normalized standard deviation
shows, the measurements tend to spread more
as the probe size decreases. We conclude that
probe sizes inferior to 10 can lead to significant
errors, and so should be avoided. We also con-
clude that several consecutive probe cycles are
required in order to achieve an accurate esti-
mate of available bandwidth.

Table 1 also shows that, under network sat-
uration, a single cycle time can reach relatively
high values (more than one second for a probe
size of 50). Moreover, there are further prob-
lems under saturation, such as a probe becom-
ing unusable due to an excessive number of
packet losses. Taking into account all the re-
sults found in this section, we consider that
setting the number of packets per probe to 10
is a reasonable choice, and so we will use 10-
packet probes from now on.

3.2 Improving the estimation of available
bandwidth

In this section we will improve the band-
width estimation process since observation of
the bandwidth measurement results obtained
(Bmeasured) showed that the sample mean was
a biased estimator for the available bandwidth.
We now present further insight into this phe-
nomena by presenting the discrete probabil-
ity distribution for the probing process. We
obtain this distribution by splitting the range
of each probing process into fifteen intervals
of equal length. We use three distinct back-
ground traffic levels to analyze the behavior
under low, average and high congestion. Re-
sults are shown in figure 4.

The arrow/letter pairs refer to available
bandwidth measurements made with real traf-
fic, and are used as a reference for the compar-
ison. As it can be seen, the three probability
distributions are not centered around the ref-
erence values (H, A and L), which explains
why their mean is superior to the real traffic



Table 1: Peak values for the average normalized standard deviation and single cycle times under

high congestion

Probe size (num. packets) 2 3 4 5 10 20 50
Peak value (normalized) 2.66 2.25 | 2.39 1.78 0.53 | 0.37 | 0.21
Single cycle time (s) 0.41 0.42 | 0.45 | 0.46 0.53 | 0.67 1.09

Low congestion
Average congestion
High congestion --

Discrete Probability Distribution

‘ . T =
0 1 2 3 4 5 6
Bandwidth (Mbit's)

Figure 4: Discrete probability distribution for the
probing process under low, average and high levels
of congestion

measurements. Also, we notice that average
levels of congestion tend to favor lower values
for kurtosis.

We find that the mode and the median also
over-estimate the available bandwidth. So, we
need to correct the measured values. With this
purpose we introduce a corrected estimator for
available bandwidth:

Beza‘ﬂe+ﬁ‘0'e (3)

where p. is the sample mean, o, is the stan-
dard deviation of the sample and parameters
(a, B) are used for curve fitting purposes. Each
sample consists of Bjeqsurea values (bit/s).
We apply a curve fitting algorithm to find the
optimum values for parameters «, 3 based on
least square error regression, and the degree of
accuracy achieved is excellent.

4 DACME performance evaluation
in a static scenario

In this section we will analyze the perfor-
mance of DACME using a simulated ad hoc

network environment. Such analysis required
the implementation of DACME for the simu-
lation platform of our choice, the ns-2 discrete
event simulator [8]. In that platform we have
changed the structure of mobile nodes so that
DACME agents are able to interrupt the flow
of data packets, and perform admission con-
trol tasks as desired.

In the following sections we will study the
behavior of DACME in a static environment,
and we will then proceed by presenting im-
provements and doing performance analysis in
fully mobile ad hoc network environments.

4.1 Behavior with several sources and no

mobility

Mobile ad hoc networks are characterized by
the requirement to adapt not only to conges-
tion changes, but also to mobility of the nodes
that conform it. In this section, however, we
will consider that the nodes in the ad hoc net-
work are not moving, so that the behavior of
DACME can be easily evaluated and under-
stood.

To perform our evaluation we setup a
1900x400 squared meters scenario with 50
nodes. All nodes are equipped with an IEEE
802.11g/e interface and the radio range is of
250 meters. The position of nodes is random,
and the average number of hops between nodes
is 4. Concerning routing, we use static routing
at this stage.

DACME agents handle five CBR traffic
sources sending data at a rate of 1 Mbit/s.
All packets are set to the Video Access Cate-
gory. Concerning background traffic, it con-
sists of four sources, each sending negative-
exponentially distributed traffic at a rate of
50 packets per second in all four Access Cate-
gories defined in IEEE 802.11e.
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Figure 5: Throughput values for different sources
with (bottom) and without (top) DACME

Relatively to CBR sources, the first source
starts at the beginning of the simulation, and
a new source is started every 15 seconds, until
all five sources are active. Afterwards, they
are turned off in the same order as they were
turned on.

In figure 5 we show the throughput for each
source (maximum is 1 Mbit/s), and the ar-
rows indicate the periods of activity for each
source. We can see that when DACME is not
used, sources 1, 4 and 5 suffer from throughput
degradation. Such degradation would result in
a quality drop if we were in presence of, for ex-
ample, video traffic. What we want is to offer
excellent quality to the streams allowed to flow
through the ad hoc network; when that is not
possible, such streams must not be allowed to
access the network. We see that with DACME
our aim is correctly achieved. Now, source 4
is never allowed to transmit since the DACME
agent verifies that there is not enough band-
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Figure 6: End-to-end delay values for sources 1
and 5 with (bottom) and without (top) DACME

width at any time throughout its period of ac-
tivity. Relatively to source 5, we verify that
it is allowed to transmit as soon as source 2
stops transmitting, which indicates that the
algorithm proposed for DACME is able to re-
act relatively quick to changing network con-
ditions.

In terms of end-to-end delay, figure 6 shows
the improvements obtained with DACME for
sources 1 and 5, which are the most represen-
tative. We can see that when DACME is not
used the end-to-end delay can reach very high
values (close to 500 ms). Such high values are
not desirable, and are related to high conges-
tion. We observe that when using DACME
the end-to-end delay values are always kept
low (usually less that 10ms), though we can
observe a periodic variability. Such occurrence
is directly related to the probing process, peri-
odically repeated every 3 seconds (plus jitter),
and therefore cannot be avoided. We should



point out that such variability depends on the
path congestion and on the application’s data
rate.

In terms of DACME performance we ob-
serve that DACME traffic generated between
32 and 64 kbit/s of overhead per source.

5 DACME performance evaluation
in a dynamic scenario

In the previous section we considered ad hoc
network stations to be static. This is not the
typical behavior in ad hoc networks, though.
The issue of mobility is usually handled by the
routing protocol. However, we consider that
the DACME agent, and therefore the applica-
tion that relies on it, can benefit from obtain-
ing awareness of the state of a path as seen by
the routing protocol. Therefore, we improved
the implementation of DACME so that the
packets that are passed between the IP layer
and the QoS measurement module (see fig-
ure 1) are not only DACME probe /probe reply
packets, but also routing packets. The selected
routing protocol for applying this method was
AODV [4].

Relatively to the integration with DACME,
we consider that the DACME agent should
make new measurements as soon as a new path
is established. This way it can assess if the new
path can sustain the desired QoS.

The integration of DACME with AODV
proposed in this section will be referred to as
DACME-AODYV from now on.

5.1 Performance in a typical mobile ad hoc
network environment

In this section we will assess the effectiveness
of both DACME and DACME-AODYV in a
typical mobile ad hoc network environment.
With that purpose we use ns-2 to simulate an
environment where 50 nodes move at a con-
stant speed of 5 m/s in a 1900x400 squared
meters scenario according to the random way-
point mobility model. As previously, radio in-
terfaces are IEEE 802.11g/e enabled and the
radio range is 250 meters, leading to an aver-
age of 4 hops between nodes.

Relatively to traffic, we have four back-
ground sources that are generating negative-
exponentially distributed traffic in the Video,
Best Effort and Background MAC Access Cat-
egories. Contrarily to section 4.1, we do not
set the same data rate to the different MAC
Access Categories. So, we set 50% of the
traffic to the Video AC, and the remaining
50% is evenly divided among the Best Effort
and Background ACs. Relatively to the Voice
AC, the only Voice traffic belongs to DACME
sources. The difference is due to the need
to perform routing tasks; since routing traf-
fic is set to the Voice AC (highest), and since
Voice sources usually generate low data rates,
we limit the amount of Voice traffic to avoid
routing misbehavior.

Concerning the data sources under study
(regulated by DACME), these consist of four
video streams and three voice streams. The
video sources send CBR traffic at 1 Mbit/s us-
ing 512 byte packets. Voice sources are VoIP
streams simulated using a Pareto On/Off dis-
tribution with both burst and idle time set to
500 ms; the shaping factor used is 1.5 and the
average data rate is of 100 kbit/s. Relatively
to start and end times for the different sources,
the first video source is started at the begin-
ning of the simulation, and then every 15 sec-
onds a new data source becomes active, alter-
nating between voice and video sources. Each
source is active for two minutes.

Figure 7 shows the improvements in terms
of video goodput and voice packet losses using
DACME and DACME-AODYV compared to a
solution where DACME is not used (turned
off). We can observe that when DACME is
not used the average goodput for the differ-
ent video sources drops steadily with increas-
ing congestion. By using DACME the av-
erage goodput is maintained steady because
sources are only allowed to transmit if the
DACME agent verifies that the available band-
width is enough. Obviously, as the conges-
tion level increases the amount of DACME-
regulated traffic accepted into the network de-
creases. From figure 7 we can also observe that
DACME offers great improvements in terms
of voice packet losses; notice that DACME-
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Figure 7: Improvements in terms of video goodput
(top) and voice packet losses (bottom) by using
DACME and DACME-AODV

AODYV offers a better performance than the
default DACME implementation.

We now proceed to evaluate the perfor-
mance achieved in terms of end-to-end delay.
The results are shown in figure 8. As expected,
the end-to-end delay values increase with in-
creasing background traffic. We see that when
using DACME the end-to-end delay for both
Voice and Video sources is greatly improved.
Comparing DACME with DACME-AODV we
see that, in terms of video traffic, DACME-
AODV performs better than plain DACME for
moderate to high congestion levels; in terms of
voice traffic, DACME-AODYV performs better
than plain DACME for low to moderate con-
gestion levels.

Relatively to routing traffic, simulation re-
sults show that, by maintaining the network
congestion under control, DACME is able to
avoid congestion-related routing misbehavior.
In terms of routing overhead, this translates
in up to 12 times less routing packets flowing
in the network by using DACME.

The results found in this section lead us to
conclude that DACME agents can improve the
QoS offered to bandwidth constrained appli-
cations, and that they can clearly avoid the
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Figure 8: Average end-to-end delay values for
video (top) and voice (bottom) sources.

waste of resources by interrupting communi-
cation when the minimum QoS requirements
are not met.

6 Conclusions and future work

In this paper we presented DACME, a solution
for supporting bandwidth constrained applica-
tions in ad hoc networks. Our proposal uses
distributed admission control techniques and
imposes very few requirements on ad hoc net-
work nodes. With our technique we expect
to solve some of the problems encountered in
previous proposals, focusing on ease of imple-
mentation and deployment, while not impos-
ing any strong demands on intermediate for-
warding stations.

The core of our contribution consisted of an
agent that performs admission control based
on probe measurements. Simulation results
show that DACME is a reliable admission
control solution at different levels of con-
gestion.  Overall it improves performance,
avoids routing misbehavior and avoids wast-
ing MANET resources. We observe that en-
hancing DACME with routing awareness fur-
ther improves the support of bandwidth con-



strained applications.

As future work we plan to enhance DACME
with end-to-end delay and delay jitter prob-
ing capabilities, as well as integrating DACME
with a multipath-enabled version of the Dy-
namic Source Routing (DSR) protocol.
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