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a b s t r a c t
Mobile ad hoc networks (MANETs) show very signiﬁcant difference with respect to other
computer networks due to the presence of extremely large packet loss bursts. The development of protocols for mobile ad hoc networks, especially multimedia protocols, require
extensive evaluation either through simulation or real-life tests. Such testing consumes a
great amount of resources both in terms of time and trace ﬁle sizes. Therefore, ﬁnding efﬁcient means of reducing the amount of data that is stored and processed is quite important
to accelerate the evaluation of different audio/video streaming applications. If, moreover,
we are able to model the loss pattern experienced, we can further accelerate the evaluation
process.
In this work we propose two models based on hidden Markov chains that are able to
grasp both packet arrivals and packet loss patterns in MANETs. A simpler two-state model
is proposed to model losses when proactive routing protocols are used, while a more complex three-state model is proposed for reactive routing protocols. We also introduce a new
set for packet loss pattern measurements that can be of interest for the evaluation of audio/
video streaming applications.
Experimental results show that the proposed models can adequately reproduce extremely long packet loss patterns, typical of MANET environments, with a high degree of accuracy. Overall, we ﬁnd that the proposed models are able to signiﬁcantly reduce both the
simulation time and the trace ﬁle sizes required.
Ó 2009 Elsevier B.V. All rights reserved.

1. Introduction
Mobile ad hoc networks (MANET) [1] are wireless networks where nodes can either be end-points of a data
interchange or can act as routers when the two end-points
are not directly within their radio range. Such networks are
a solution to extend Internet connectivity to remote areas
where no support infrastructure is available.
The most widely deployed technology to implement
this kind of networks is based on the IEEE 802.11 [2] stanq
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dard. Wireless ad hoc networks suffer from frequent topology changes and provide a poor QoS support. However,
support for real-time communication in wireless networks
is becoming more and more important due to the increasing demand for multimedia applications.
The issue of topology variability can only be handled
through efﬁcient routing mechanisms. A couple of years
ago near to 60 proposals of routing protocols were being
evaluated. Nowadays only four proposals, respectively
the ‘‘Ad hoc On Demand Distance Vector” (AODV) [3], the
‘‘Dynamic Source Routing Protocol for Mobile Ad hoc
Networks” (DSR) [4], the ‘‘Optimized Link State Routing
Protocol” (OLSR) [5], and the ‘‘Dynamic On-demand Routing Protocol” (DYMO) [6], are being supported; AODV,
DSR and OLSR have reached the Request For Comments
(RFC) state.
Proactive routing protocols such as OLSR periodically
send ‘‘Hello” messages for link state sensing. The delay
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necessary to detect a broken link can be calculated as:
BLT ¼ HI  MHL, where HI is the average Hello interval
and MHL is the minimum number of consecutive Hellos
lost that triggers a broken link event. Since 1 6 HI 6 2 s
and 2 6 MHL 6 3, nodes will typically require between 2
and 6 s until the network topology updating task is activated. AODV and DSR are reactive routing protocols that
typically use information from lower layers in order to detect broken links earlier. However, even though we achieve
lower reaction times to link changes by enabling link
awareness, the re-routing process can still introduce quite
long disconnection periods.
Extremely long interruptions in communication is
therefore a relevant problem that must be taken into consideration while evaluating different proposals at the higher layers of the communication model, like for example
VoIP, video communication, or session management protocols. In the former cases, long loss bursts may cause the
quality of an audio/video communication between two
users to be unacceptable since the data ﬂow is interrupted
(silent audio/frozen video) during long periods of time
(may be several seconds).In addition to mobility-related
losses, other conditions such as channel fading, interference, noise and congestion also cause packet losses in
wireless ad hoc networks.
By modeling the packet error bursts in an error prone
network environment we achieve interesting beneﬁts in
terms of testing/simulation time and required resources
for running and storing our simulation experiments, yet
preserving the behavior in terms of packet loss bursts. A video codec is an example of a higher layer software which
can beneﬁt from this solution: distinct strategies can be
tested in terms of error resilience and quick error recovery,
obviating the need for several long simulation runs.
In this work we present two models for characterizing
packet arrivals and packet loss patterns in MANETs based
on hidden Markov models [7] (HMMs) theory. Though
the models derived could be used in other packet networks, our focus on MANETs is due to the unusually large
packet loss bursts that are prone to occur in these networks. We believe that such packet loss patterns impose
great demands on the model, so that model validation is
done in an extreme situation. We also propose new metrics
aiming speciﬁcally at audio and video streams by extending some of the concepts presented in [8].
The article is organized as follows: in the next section
we refer to some related works in the ﬁeld. In Section 3
we describe our model and the methodology followed,
and we also present the two proposed models to characterize packet loss bursts in multihop wireless paths. Section 4 presents a novel set of metrics for packet loss
bursts, which are used to assess the degree of accuracy
of the proposed modeling strategy. These metrics allow
assessing how different routing protocols perform during
a well-deﬁned period in terms of loss bursts. Section 5
illustrates with an example the beneﬁts obtained in terms
of simulation time and resources saved when using the
models derived. An extensive model validation work is
presented in Section 6, including both congestion and
mobility modeling. Finally, Section 7 presents the conclusions of our work.
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2. Related work
Hidden Markov models have initially been developed
to address the requirements of speech recognition. However their use has been spread to several other areas, like
the computer networks area. Wei et al. [9] propose a solution based on modeling that uses periodic end-to-end
probes to identify whether a ‘‘dominant congested link”
exists along an end-to-end path. In [10], Liu et al. obtain
an improved TCP version through end-to-end differentiation between wireless and congestion losses, providing
effective operation in hybrid wired/wireless environments. Their approaches integrate HMMs with packet loss
pairs (PLP).
In the literature we can also ﬁnd uses of the simpler
Markov chains in the Internet. Jiang and Schulzrinne [11]
propose some extensions to the Gilbert model for Voice
over IP (VoIP) applications taking into consideration playback delay adjustments and FEC. Their focus is on Internet
behavior and the interactions between the model and the
FEC mechanism. Sanneck et al. [12] also focus on Internet-related losses by describing model parameters using
packet loss metrics existing in the literature.
Concerning the applications of Markov chains to MANETs, Lin and Midkiff [13] propose a link connectivity model
using two-states Markov chains to estimate the link up/
down times between a pair of nodes and compare it to
the Random Waypoint Mobility Model. Each potential link
for all pairs of nodes is modeled as a separate two-states
Markov chain to derive a node connectivity matrix. In their
work they focus solely on modeling mobility, and not on
packet loss patterns.
In terms of loss burst metrics, IETF’s RFC 3357 [8] deﬁnes two metrics, namely the ‘‘loss distance” and the ‘‘loss
period”, and the associated statistics that together capture
loss patterns experienced by packet streams on the Internet through probes. However, the statistics proposed do
not offer an in depth view of the packet loss phenomena.
To the best of our knowledge, our proposal is the ﬁrst
one to use hidden Markov models to model the extremely
large packet loss bursts that are prone to occur in MANET
environments at the application layer (end-to-end). Moreover, we introduce novel metrics that are able to adequately characterize the loss phenomena detected.
HMMs are well known for their effectiveness in modeling bursty behavior [14,15], relatively easy conﬁguration,
quick execution times achieved and general applicability.
Therefore, we consider that they ﬁt our purpose of accelerating the evaluation of multimedia streaming applications
adequately, while offering similar results as with simulation or real-life testbeds.

3. Model description and proposed methodology
The IEEE 802.11 standard for wireless LANs [2] deﬁnes
several mechanisms for reliable packet transmission in
noisy wireless channels. Since all data is protected with a
CRC ﬁeld, it is unlikely that a corrupted packet gets to
the destination, even if using an unacknowledged service,
like with broadcast or multicast trafﬁc. We can therefore
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assume that either the packet is completely received, or it
is dropped.
In a previous work [16] we found that routing related
losses can provoke quite large packet loss bursts. Fig. 1
shows an example of the impact of mobility on a real-time
H.264 video stream in a typical MANET scenario with no
additional sources of trafﬁc, and using DSR as the routing
protocol. As it can be seen, even in these ideal conditions
the data stream is affected by various communication gaps.
We assume that stations belonging to the MANET are
found in different routing states (e.g. route available, route
discovery, re-routing, etc.). Anyway, independently of the
routing state, packet losses can occur for a variety of other
reasons (collisions, channel noise, queue dropping, etc.).
Therefore, an outside observer cannot relate a packet loss
with a certain routing state. We deal with a situation
where the observation is a probabilistic function that depends on the state. This means that only the output of
the system, and not the state transitions, are visible to an
observer. We will therefore try to solve the state assignment problem using a hidden Markov model (HMM) [7].
3.1. General methodology
We start by selecting a data stream (e.g. audio, video,
etc.) for analysis, as well as the criteria for considering a
packet good or unusable by the application. We can take
into account factors such as which packet arrives to destination within a maximum delay, the delay jitter limits, the
dependency among packets, etc. We then label each packet
sequence number with value 1 – considering the packet
good – or value 0 if the packet does not arrive to destination, or does not meet any of the chosen criteria. Starting
from this sequence of observations we obtain the distributions of consecutive packets arriving (CPA) and consecutive
packets lost (CPL). The latter two will be used to tune the
proposed HMMs for a particular network proﬁle (area,
number of nodes, mobility pattern, trafﬁc load, etc.).
In a HMM the number of states is not deﬁned by the
possible output events. To choose an adequate HMM conﬁguration we propose starting from a very simple 2-state
model as presented in the next section. We consider that

Video packet losses

one of the states models a currently broken path, where
the probability for a packet to reach destination is zero.
The other state models packets lost mostly due to collisions, but also due to channel noise, packet fragmentation,
buffers overﬂow, and the type of MAC used; the probability
for a packet to reach destination is given by function h(s),
where s is the packet size.
Starting from the 2-state model, we can compare the
model’s output with the distributions used for its tuning,
and assess if the desired degree of accuracy is achieved.
If the results are not accurate, we add one more state to
the model and repeat the process until the results are
satisfactory.
We estimate the different parameters of the HMM taking as input the results of experiments from the ns-2 simulator [17]. The characteristics of the routing protocol
employed can be useful to provide an insight on how to enhance the model (see Section 3.3 for an example). In our
experiments we did not have to use more than three states,
showing that the model complexity can be kept low and
still provide the desired results.
In the two following sections we show how to model
the transmission of data streams on MANETs using routing
protocols such as OLSR or DSR using 2-states and 3-states
HMMs. In order to speed up the determination of the optimum values for the model parameters, we also present, for
each case and for each parameter, a set of heuristics that
offers good estimates.
3.2. Two-states packet loss burst model
In this section we present the simplest HMM that is able
to model large lost bursts. The idea is to focus on two distinct situations: when a path towards the destination is
lost and no packet can arrive successfully, and when a path
to the destination exists but some of the packets are
dropped due to congestion, transmission errors, buffer
overﬂow, etc. It consists of a two-states HMM based on
the Markov chain shown in Fig. 2 (also known as the Gilbert model).
State B models the situation where a path towards the
destination has been lost; the probability for a packet to
reach the destination is zero. In state F packets are lost
according to a probability deﬁned by function hðsÞ, where
s is the packet size. Mapping state B with 0 and state F with
1 we obtain the following transition probability matrix:

200

Throughput (kbit/s)

A2 ¼
150

a00
a10


a01
:
a11

ð1Þ

For our experiments based on ns-2 [17] we have tested
several different scenarios with different mobility and trafﬁc patterns, and we have chosen one that was particularly
representative in terms of large packet loss bursts. This
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Fig. 1. Impact of mobility on a real-time video stream.

Fig. 2. Two-state Markov chain for the multi-hop wireless path model.
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choice aimed at stressing the model using a very demanding example.
Our setup consists of a 1000 m  1000 m scenario with
80 nodes. The wireless interfaces are based on the IEEE
802.11b standard with radio range limited to 250 m. The
medium access used is the distributed coordination function (DCF). The node mobility is generated using the random waypoint model with node speed between 0 and
12 m/s. The source of the reference ﬂow sends packets
with random sizes ranging between 64 and 2300 bytes at
a rate of 50 pkt/s. The background trafﬁc consists of 4
UDP sources generating 512 bytes packets at a rate of
4 pkt/s. We evaluate both a reactive (DSR) and a proactive
(OLSR) routing protocol. Applying a ﬁlter to the simulation’s output we obtain a trace ﬁle (ST) where incrementing packet sequence numbers are tagged with either a 1
or a 0 (for packets received and packets lost respectively).
Our criteria is that all packets that arrive to destination in
less than 300 ms are considered good packets (tagged 1);
the remaining were tagged as lost (0). From this sequence
of observations we calculate the distribution of consecutive
packets lost (CPL) and of consecutive packet arrivals (CPA).
These distributions will be used as training sequences
when tuning our model.
Using trace ST we ﬁrst analyzed the correlation between
packets size and the event of losing, or not, a packet. The
correlation coefﬁcient found is r2 ¼ 6:03  106 which
indicates that, within our simulation framework, the event
of losing a packet is basically independent from packet
size. Therefore, in our experiments, the probability function associated to state F will be ﬁxed at a constant value

hðsÞ ¼ h.
From the ﬁrst distribution obtained (CPL) we calculate
the ratio between the total number of packets lost and
the sum of the lengths of CPL sequences bigger than one;
we do the same with the packets received. Table 1 shows
the obtained values. The ratios for the packets received is
high, as expected. The interesting result is that the ratios
for packets dropped are also high, indicating that packet
loss bursts are the dominant cause of losses, contrarily to
a random-loss situation. Notice that in mobile ad hoc networks frequent route losses due to mobility are the main
cause for the bursty loss phenomenon. Thus, since the
main reason for sequential packet losses is a route failure,
these events shall take place mostly in state B.
 accounts
From these results, and since parameter h
mainly for non-consecutive packet losses, we consider that
 ¼ 1  e  1. This allows us to propose an heuristic to ﬁnd
h
^
^01 ; hÞ
^10 ; a
^ ¼ ða
the vector of estimated parameter values v
that offers a high degree of accuracy (near-optimal solu  1 no longer holds,
tion). Notice that if the condition h
the accuracy of the heuristic we now present would only
be slightly reduced.
Table 1
Ratios relative to the total number of packets lost/received with respect to
the sum of the sequences bigger than 1 of packets lost/received.

Packets dropped
Packets arriving

DSR RB (%)

OLSR RB (%)

97.9
99.74

99.77
99.98

^01 taking into account that the
^10 and a
We estimate a
runs at each state of a Markov chain are memoryless, having by deﬁnition a geometric distribution. Using this information we ﬁnd that run lengths for B and F states have an
average size of a101 and a110 respectively. Therefore we have:

^10 ¼
a

1

lCPA

^01 ¼
and a

1

lb

;

where lCPA is the average length of the sequences of consecutive packets arriving, and lb is the average length of
the consecutive packets lost (CPL) after removing all isolated packet losses ðCPL > 1).
^ is estimated using the transition probability
The value h
matrix A2 . We can ﬁnd the steady-state probability p for all
states by evaluating p ¼ pA2 . After ﬁnding p we can deﬁne
the exact probability for a packet to arrive to destination,
parrival , using the following expression:

^p ¼h
^
parrival ¼ h
1

^01
a
:
^01 þ a
^10
a

ð2Þ

Since we have already estimated values for a10 and a10 , and
since parrival can be found using the simulation results, we
^
can obtain from Eq. (2) the value for h.
Starting from the vector of estimated parameter values
^ we proceeded to ﬁnd a more precise solu^01 ; hÞ,
^10 ; a
^ ¼ ða
v
tion through an iterative process, which can be any of
the many available in the literature [7]. We consider that
^ are close to the deﬁnitive ones, and so
our estimates v
the method we use is a hybrid iterative/brute force technique. Starting from the estimated parameter values we
select a search interval for each parameter testing several
points in this interval and choosing the one that minimizes
error function f. In the next iteration we reduce the search
interval around the point that minimizes f in the previous
iteration. We proceed with this algorithm until the output
from function f is smaller than a pre-deﬁned error value
ðnÞ. This value deﬁnes the desired degree of accuracy of
the model.
The minimization function used for the iterative process was:

 

 0
l  lCPA  l0CPL  lCPL 
þ
;
f ¼  CPA
 

l
l
CPA

ð3Þ

CPL

where lCPA and l0CPA refer to the mean values of the consecutive packet arrival distribution for the simulator and the
model output respectively, and lCPL and l0CPL refer to the
mean values of the consecutive packets loss distributions.
We have chosen this function for minimization since it also
allows to set bounds on the probability of packet arrivals. If
we impose that f < n, and since parrival can also be deﬁned
as:

parrival ¼

lCPA
;
lCPA þ lCPL

ð4Þ

we ﬁnd that the relative error for parrival ðeÞ is bounded by
1n
< e < 1þn
. We consider f a good choice because similar
1þn
1n
values for parrival obtained from the simulator and the model will allow us to perform consistent comparisons when
evaluating multimedia applications. In fact, if we achieve
similar distributions for CPL and CPA but do not achieve
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Table 2
^Þ vs. the values obtained through the iterative process ðvi Þ.
Estimated parameters values ðv
^
v

DSR

vi
3

P
S

h

3

10:786  10
1:357  103
0.99560

11:043  10
1:312  103
0.99998

very similar values of parrival , it would not be possible to validate the model against the simulator correctly. It would
mean that different goodput values are achieved with the
simulator and with the model, making any kind of comparison unfair.
^ values and the ﬁnal values
Table 2 presents both the v
obtained through the iterative process ðvi Þ. In addition,
Table 3 presents a comparison, in terms of consecutive
packets arriving (CPA) and consecutive packets lost (CPL),
^
of the two-state model using either the values of vector v
or vector vi , taking the simulation results as reference.
Notice that, as shown in Table 2 the heuristic proposed
^ offers values that are very close to those of vi .
to calculate v
Yet, as shown in Table 3 we must further reﬁne these values iteratively because very small differences in v provoke
large variations in terms of burst behavior, which explains
why the error varies so greatly.
Figs. 3 and 4 show a comparison of the consecutive
packet arrivals patterns and the consecutive packet loss
patterns respectively. Using vector vi we compare the

Model
^
v

Error (%)

vi

Error (%)

737.04
86.91

554.65
71.53

24.75
17.70

746.58
88.99

1.29
2.39

348.69
129.99

29.58
17.49

91.54
86.55

346.96
129.92

0.50
0.05

DSR

lCPA
lCPL

^
v

vi

P
S

h

5:440  103
2:868  103
0.96902

5:011  103
1:850  103
0.99904

probability density function and the cumulative distribution function for the simulation and for the model outputs.
From Fig. 3 we can observe that the statistical distribution
provided by the model has a close resemblance with the
simulator output.
Concerning the distribution of consecutive packet
losses, Fig. 4 shows that the two-state model fails at accurately modeling the desired consecutive packets loss pattern for DSR. Concerning OLSR, we consider that the
HMM is able to approximate the consecutive packet loss
distribution satisfactorily.
The different precision of the results for the two routing
protocols is due to their different routing nature. DSR belongs to the reactive family of protocols. These protocols
are able to reestablish a path very quickly until there are
no more available routes on the source node’s cache.
Afterward they have to proceed with the possibly high
time-consuming process of route discovery until communication is resumed. Proactive protocols such as OLSR rely
on frequent ‘‘Hello” and topology update messages to manage the routing tables. Therefore, these are not prone to
present the asymmetry encountered with DSR, being more
closely modeled with the two-states HMM presented before. Modeling more accurately DSR’s distribution for consecutive packet losses can be done at the cost of
introducing more complexity to the model. In the next section we show how this can be achieved using a three-state
Markov model.

Table 3
Statistical average matching for the estimated and iterated model values.
Simulator

OLSR

3.3. Three-states packet loss burst model

OLSR

In this section we present an enhancement of the model
described in the previous section which obtains a much

1
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Cumulative distribution
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Fig. 3. Cumulative distribution function of consecutive packet arrivals (CPA) for DSR and OLSR.
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Fig. 4. Cumulative distribution function of consecutive lost packets (CPL) for DSR and OLSR.

better approximation of DSR’s packet loss bursts distribution. Analyzing DSR’s behavior we ﬁnd that path breaks
can be either short if breakage is handled by a quick rerouting process using the node’s cache, or long if a route
discovery process is required. Taking into account this different behavior, we replace state B from the two-states
model with states L and R, where state L models short path
breakages and state R models route discovery processes
(R). The resulting three-states HMM is shown in Fig. 5.
As in the two-states model, packets arrive to destina In states L and R
tion in state F only, with probability h.
all packets are lost. Mapping state L as 0, state F as 1, and
state R as 2, we obtain the following transition probability
matrix:

2

a00

6
A3 ¼ 4 a10
0

a01
a11
a21

0

3

7
a12 5:
a22

ð5Þ

Similarly to the previous section, we obtain a trace ﬁle ST
with the mapping between packet sequence number and
packet received/lost events. From this sequence of observations we obtain the distribution of consecutive packets
lost and consecutive packets received. These distributions
will be used as training sequences to ﬁnd the optimum values for matrix A3 .
 ¼ 1  e  1.
As in the previous section, we maintain h
We classify consecutive packets lost (CPL) events into

two groups by picking a threshold t. The value for t can
be chosen by determining the inﬂection point of the cumulative distribution for consecutive packets lost, or using
any other criteria. Notice that the optimum aij values obtained through iteration are independent of the threshold
t, but better guesses for t allow ﬁnding such values with
fewer iterations. In this example, the value we have chosen
for t is 200 (see Fig. 6), which is slightly above the inﬂection point and corresponds to 4 s at a source rate of
50 pkt/s.
^12 ;
^10 ; a
^ ¼ ða
We now proceed to determine vector v
^ with estimated values for the model. We con^21 ; hÞ
^01 ; a
a
sider that lCPA is the average length of the sequences of
consecutive packets arriving (CPA), lb is the average length
of the consecutive packets lost (CPL) when their length is
greater than 1 and less or equal than t  1, and lB is the
average length of the CPL when their length is equal to
^ij
or greater than t. We can then calculate the values for a
using the following equations:

^10 ¼
a
^12 ¼
a
^01 ¼
a

1

lCPA
1

lCPA
1

lb

 PðCPL < t j CPL > 1Þ;

ð6Þ

 PðCPL P t j CPL > 1Þ;

ð7Þ

^21 ¼
and a

1

lB

:

After determining these values a00 ; a11 and a22 are also deﬁned, thus completely deﬁning transition probability
matrix A3 ; hence, we may proceed to determine the steady-state probability for all states, p, obtaining:



^10 a
^12 1
a
pðFÞ ¼ p1 ¼ 1 þ
þ
:
^01 a
^21
a

Fig. 5. Three-states Markov chain for the multi-hop wireless path model.

ð8Þ

ð9Þ

^  p1 gives us the exact probability
The expression parrival ¼ h
that a packet arrives to destination, and it is used to calcu^ thus completely deﬁning vector v
^. We
late the value for h,
then ﬁnd the ﬁnal parameters values using the same methods exposed in the previous section. Table 4 presents both
^Þ and the vector of values
the vector of estimated values ðv
obtained through the iterative process ðvi Þ.
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Fig. 6. Probability density function and cumulative distribution function for packet loss bursts.
Table 4
^Þ vs. the values obtained through the
Estimated parameters values ðv
iterative process ðvi Þ.

a10
a12
a01
a21

h

^
v

vi

1:274  103
0:08324  103
59:21  103
0:79821  103
0.99916

1:173  103
0:07669  103
59:21  103
0:79820  103
0.9999

Table 5
Statistical average matching for the estimated and iterated model values.
Simulator

86.91
737.04

^
v

Error (%)

vi

Error (%)

28.59
268.15

67.10
63.62

85.82
737.12

1.25
0.01

Probability of ocurrence Probability of ocurrence

Table 5 presents a comparison of the error values when
^Þ and iterated ðvi Þ vectors for
comparing the estimated ðv
the three-state model. The comparison is made in terms
of consecutive packets arriving (CPA) and consecutive
packets lost (CPL). We observe that now the probability
density function and cumulative distribution function obtained with the model ﬁt the desired distribution with a

0.1

4. Novel metrics for model accuracy testing
In this section we validate the models proposed in
Sections 3.2 and 3.3, verifying their correctness and adequateness for the purpose of evaluating multimedia
streaming applications.

1
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0.9
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1
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Consecutive packet arrivals
0.1

Model

0.01

Cumulative distribution

lCPL
lCPA

Model

much higher degree of accuracy, as shown in Fig. 6. It is
evident that the introduction of two loss states instead of
one improves the accuracy of the model’s cumulative distribution function. We also observe from the probability
density function that our model can reproduce very large
bursts.
Concerning the consecutive packet arrivals distribution
shown in Fig. 7, both density and distribution functions are
very similar to the ones obtained with the two-states model, as expected. Though the model could be further extended in order to achieve small values of consecutive
packet arrivals, thus offering a better ﬁt to the cumulative
distribution curve of the simulator, we consider that it is an
irrelevant issue to our purposes.
In the sections that follow, all the results related with
the models proposed in this section are obtained using
the optimum solution ðvi Þ, that is, the values for the different model parameters are reﬁned through the iterative
process.
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Fig. 7. Probability density function and cumulative distribution function for consecutive packet arrivals.
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With that purpose we deﬁne a set of metrics that measure packet loss bursts. Then, we use these metric to compare both the simulator and model outputs in order to
verify the effectiveness of the models proposed.

1
0.9
0.8

Before detailing the different metrics proposed to characterize packet loss bursts, we provide a deﬁnition of the
boundaries of a packet loss burst speciﬁcally designed for
video and audio data ﬂows. We consider that data ﬂows
belonging to different applications will not be affected by
packet loss bursts in the same way. It is also important
to point out that loss burst measurements are always done
focusing on a single trafﬁc ﬂow, and not for all the trafﬁc in
the network simultaneously, even if there are other similar
ﬂows.
To delimit a burst we follow an approach based on hysteresis where we transit into the burst state whenever ns
consecutive packets are lost. Similarly, we transit out of
the burst state whenever ne consecutive packets arrive successfully. The values of both ns and ne shall depend on the
type of information sent and the packetization granularity.
For example, if we consider that at least one entire video
frame has to be lost for a burst to be meaningful and that
one entire frame has to arrive for communication to be resumed, ns and ne will have the same value, and it will be
equal to the number of packets per frame deﬁned in the video codec.
We will now proceed with the deﬁnition of some indicators to describe packet loss burst occurrences. The most
simple indicator is burst percentage (PBP), deﬁned as:

PK
PBPð%Þ ¼

i¼1 Bi

N

L

0 6 RB 6 1:

;

ð11Þ

In a situation where most packets are lost in a random
manner the RB parameter approaches 0, while when packet loss bursts dominate, RB will be greater than 0.5.
This parameter allows us to detect where the network
needs more improvements: if on the routing protocol side
ðRB > 0:5Þ or on the MAC support for trafﬁc ﬂows
ðRB < 0:5Þ.
Both these indicators are burst size independent. They
penalize equally very small bursts occurring in a distributed fashion and very large bursts, as long as the total
number of packets lost is the same. From the user’s point
of view, however, long communication breaks may be
unacceptable. To take into account such discrepancies,
we introduce the Burstiness Factor (BF):

BF ¼

qﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ
PK 2ﬃ
i¼1 Bi
N

;

0.5
0.4
0.3
0.2
0.1

0 6 BF 6 1:

ð12Þ
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Fig. 8. Normalized BF variation with increasing burst granularity.

In Fig. 8, we show how BF decays when increasing burst
granularity. The burst granularity indicates that the original
(single) burst was split into g smaller independent bursts.
The BF is a metric of the impact of the re-routing time of
different routing protocols over a given ﬂow; smaller values indicate that interruptions caused by routing protocols
are either fewer or smaller.
Though BF is a good indicator to measure improvements on routing protocols, it does not take into account
the relative position of the bursts, which can have different
impact on multimedia streams from a codec point of view.
We therefore introduce the media smoothness factor (MSF):

MSF ¼

PK

i¼1 Bi

0.6

ð10Þ

;

where Bi is the size of loss burst i in number of packets, K is
the total number of loss bursts and N the total number of
packets sent. The PBP gives a measure of the relative burst
incidence. To measure the relative impact of bursts over
the total number of packets lost L, we deﬁne the Relative
Burstiness (RB) metric as:

RB ¼

Relative BF

0.7

4.1. Metrics for packet loss burst measuring

qﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ
PT 2ﬃ
i¼1 F i
N

;

0 6 MSF 6 1;

ð13Þ

where T is the total number of inter-bursts or burst delimited periods, identiﬁed as F i , and N is the total number of
packets. Fig. 9 shows an example of plotting the values of
F i and Bi . In this example ns and ne are set to 3 packets, thus
obtaining K ¼ 2 and T ¼ 3. Applying this threshold we
have two well deﬁned loss bursts, shown on the left side
of the ﬁgure; as it can be seen, these are complementary.
The MSF measures the ﬂuidity experienced by a multimedia data stream; obviously, MSF  BF must hold for
communication to be sustainable. To better illustrate the
different properties of BF and MSF, we propose a case study
scenario, depicted in Fig. 10, where we have a train of K
bursts of length G, separated by exactly X packets. The
burst sequence is centered so that Y packets separate the
ﬁrst and last bursts from the beginning and end of the
observation period, where
Yﬃ ¼ ðN  K  G  ðK  1Þ  XÞ=2.
pﬃﬃﬃ
In this scenario BF ¼ K  G=N, which is independent
from the bursts separation value ðXÞ, while:

MSF ¼

qﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ
ðK  1Þ  X 2 þ 2  Y 2
N

;

ð14Þ

which depends not only on the size and number of bursts,
but also on the distance between them. Considering that
the upper limit for X when Y ¼ 0 is given by:

X max ¼

NK G
;
K 1

ð15Þ
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we can normalize Eq. (14) using z ¼ X=X max , obtaining:

NK G
MSF ¼

N

rﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃﬃ
z2
1
þ  ð1  zÞ2
K 1 2

ð16Þ

Fig. 11 shows the behavior of Eq. (16) as a function of K,
taking NG ¼ 0:02.
.
Eq. (14) reaches its minimum when xm ¼ ym ¼ NKG
Kþ1
This indicates that the minimum value of MSF is reached
when interruptions on communication are evenly separated, that is, when distance between loss bursts is equal
to the distance to the extremes.
The normalized expression for zmin is:

zmin ¼

xm
K 1
;
¼
X max K þ 1

K P 2;

ð17Þ
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Fig. 11. MSF variation with distance between bursts.

1

which depends solely on the number of loss bursts present
on the sequence.
We can directly check the results from Fig. 11, and also
check that it approaches 1 for large values of K. Since typically we will have a large number of gaps ðK  1Þ, the MSF
will be monotonically decreasing. This result allows us to
conclude that MSF offers a measure of burst concentration
for similar values of BF, increasing as the concentration of
bursts increases.
In summary, we have deﬁned four metrics for analyzing
packet loss bursts: the PBP (burst percentage), the RB (relative burstiness), the BF (burstiness factor), and the MSF
(media smoothness factor). These metrics give us different
information about loss burst patterns, and they will help us
in the model validation process.
4.2. Model accuracy testing
We now apply the previously deﬁned metrics to compare the two-state and three-state HMM results with the
simulator’s output when using the DSR protocol. We set
ns equal to ne for the sake of simplicity in the presentation
of results.
The bursts percentage over the total number of packets
sent (PBP) and the RB parameter vary with increasing
thresholds for burst start/end values, see Fig. 12. The RB
parameter represents clearly the relation between packet
losses that pertain to bursts and those that do not. As it
can be seen, the three-states model approaches the reference curve from the simulator with greater accuracy than
the two-states model.
In Fig. 13 we compare the output from the HMMs and
the simulator in terms of the Burstiness Factor (BF) and
the Media Smoothness Factor (MSF). We observe that the
results for the three-states HMM are much closer to the
reference values. We consider that the degree of accuracy
achieved is acceptable for applications such as video codec
enhancing and tuning. In terms of the MSF, which takes
into account consecutive packet arrivals instead, we observe that the three-states HMM approaches the reference
MSF value with increasing thresholds. The slight difference
is expected since the accuracy of the consecutive packet
arrivals distribution was not the main focus of ours model.
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Fig. 12. PBP (left) and Relative Burstiness (right) comparison.
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Fig. 13. BF (left) and MSF (right) comparison.

It could be improved by increasing the number of states in
the HMM, similarly to was done for DSR’s consecutive
packet losses distribution.
5. Beneﬁts of the proposed models
In this section, to illustrate the applicability of our models, we use them as a tool to speed up the evaluation and
tuning of a video codec (in this example, an H.264 video
codec). A video codec is one of the most representative
applications for our model since, when optimizing a video
codec for a certain network environment, we must test
several options related to video resilience, error recovery,
packetization, etc. to maximize performance. Hence, instead of having to run several simulations for each parameter combination being tested (which would take a lot of
time), we propose using the model developed.
We measure the impact of the different steps required
for simulation and data extraction using either the ns-2
simulator or HMMs for both DSR and OLSR. We simulate
the streaming of a typical movie 1 h and 30 min long in a
MANET scenario. Our setup is similar to that of Section 3,
consisting of a 1000 m  1000 m scenario with 80 nodes.
The node mobility is generated using the random waypoint
model with node speed between 0 and 12 m/s. The wire-

less interfaces are based on the IEEE 802.11b standard with
radio range limited to 250 m, and background trafﬁc consists of 4 UDP sources generating 512 bytes packets at a
rate of 4 pkt/s.
Results presented in Table 6a and b allow comparing
the time consumed at each step using the ns-2 simulator
only or using the models. The values presented are
achieved on a dual 2.6 GHz Pentium-IV server with
2 Gbytes of RAM running GNU/Linux version 2.6.22.
Table 6
Duration of different simulation steps using (a) ns-2 simulator and (b)
HMMs.
DSR

OLSR

(a)
Mobility generation time (s)
Single simulation time (s)
Extraction of packet loss details (s)
100 simulations total time

840
1320
60
61 h 40 m

840
9720
60
295 h

(b)
Mobility generation (s) – once
Single simulation time (s) – once
Extraction of packet loss details (s) – once
Determination of model parameters (s) – once
Single simulation time using model (s)
100 simulations total time

840
1320
60
3600
0.40
1 h 38 m

840
9720
60
3600
0.39
3 h 58 m
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Table 6a shows that simulating with OLSR takes much
longer than with DSR. We can also see that mobility generation takes a considerably long time.
On Table 6b we show that almost all the time is consumed in simulation and in the determination of model
parameters. Once that is done, though, the execution of
the model is very fast. Relatively to the entry named
‘‘Determination of model parameters”, we wish to point
out that this time takes into account not only the time to
determine the initial estimates for the different parameters
^Þ, but also to ﬁnd the ﬁnal iterated values ðvi Þ. In the botðv
tom of both tables we present the estimated time to run
100 simulations, a value required to extract statistically
signiﬁcant results.
Relatively to the improvements achieved, we ﬁnd out
that our algorithm allows executing the same set of 100
simulations up to 38 times faster with DSR, and up to 74
times faster with OLSR. In fact, we ﬁnd that applying our
model we obtain time efﬁciency if we wish to run more
than 3 simulations when using DSR, or more than 2 simulations when using OLSR. Such low values justify the need
for models when the desired number of simulation runs is
higher, which typically happens when strict conﬁdence
intervals for a certain parameter are desired. We should
point that the desired conﬁdence intervals are for codec level performance metrics, and not simulation metrics.
In terms of trace ﬁle output, we can see (Table 7) that,
comparing trace ﬁle sizes, the model’s output is
300–12,000 times smaller than the simulator’s output,
though the output from the last can be reduced. Concerning real-life experiments, the trace ﬁle size can be reduced
to the size of the HMM’s trace ﬁle.
Optimal tuning of the video codec using both the simulator’s output and the HMM’s output was also performed.
We ﬁnd that the most error-resilient parameter choices
for the codec are the same with both solutions, which allows us to conclude that the methods and techniques exposed in this paper ﬁt our purpose adequately.
6. Validation through large scale experimentation
In this section we will compare the results obtained
from a large set of experiments in MANETs to those offered
by the model. The purpose is not only to check if our
Hidden Markov Model consistently models losses and the
respective loss patterns, but also of analyzing if the probability of being in each of the model’s states is related to the
events they represent (e.g., Route Discovery, Route Error).
To accomplish this we devise a MANET scenario where
50 nodes are moving in an area sized 870  870 meters.
Node mobility is based on the random way-point model,
and speed is ﬁxed at 4 m/s. The routing protocol used is
DSR, and we use the 3-state model developed since it offers
the best accuracy in terms of loss pattern modeling. Our
Table 7
Trace ﬁle sizes using ns-2 and the proposed models.

ns-2 output (Mb)
HMM output (Mb)

DSR

OLSR

149
0.5

5700
0.5

routing protocol choice allows us to stress the model to
the limit, forcing it to replicate very asymmetric burst conditions such as those generated by DSR, something that did
not occur with OLSR, as we have shown in Section 3.2. This
asymmetry in DSR is mainly due the existence of both
small loss bursts – caused by path loss and quick re-routing using cached routes – and more sporadic losses related
to route discovery, which conform signiﬁcantly longer
bursts. This is in contrast with OLSR, were we typically
have very large loss bursts whenever routes are updated
(only a single route updating strategy is available). In fact,
the high latency associated with OLSR re-routing tasks is
one of the main factors hindering performance when supporting real-time multimedia applications, as we show in
[16].
We used IEEE 802.11g/e enabled interfaces in all the
experiments performed. Stations transmit at the maximum
rate of 54 Mbit/s up to a range of 250 m and, moreover,
beneﬁt from QoS as offered by annex E of the IEEE
802.11 standard [18]. Concerning trafﬁc, we have six
sources of background trafﬁc transmitting FTP/TCP trafﬁc
in the Best Effort MAC Access Category throughout the entire simulation time.
The total simulation time is of 450 s, and results are extracted from a 300 s period where all trafﬁc sources are active. All the values related to simulation in the graphs
shown below are obtained from 10 distinct experiments
under the same conditions (only the scenario differs).
Concerning the model, it was tuned using the aggregated
output of the same set of 10 simulation experiments.
6.1. Congestion modeling
In our tests we start by modeling losses due to increasing degrees of congestion as experienced by an H.264 video
ﬂow transmitted with real-time constraints. With this purpose we obtained real traces of a H.264 video encoded at a
data rate of 1 Mbit/s. Then, we increase the number of
simultaneous H.264 connections in the MANET to increase
congestion, using one of them as reference for measurement purposes. Both the reference and the additional
H.264 ﬂows are mapped to the Video MAC Access Category, almost eliminating completely possible congestion
losses that typically take place in MANETs when competing with TCP trafﬁc.
In Fig. 14 (left) we present conﬁdence intervals for the
packet loss results obtained from simulation, along with
the results obtained from the model. As can be seen, the
model is able to reproduce similar packet loss values; the
same holds for video PSNR values (see right picture of
Fig. 14).
Since we are more interested in packet loss patterns
than the packet loss rate itself, in Fig. 15 we show the
cumulative histogram for bursty losses obtained via simulation and with our model for comparison. We see that
there is a resemblance between both, especially in the region of interest (large burst sizes).
With respect to the relationship between routing events
and the probability of being in each of the model’s states,
Fig. 16 shows that DSR’s route discovery and route loss
events have a strong relationship with the model’s states
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Fig. 14. Packet loss rate accuracy (left) and video PSNR accuracy (right) at different degrees of congestion.
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Fig. 15. Cumulative histogram for loss bursts obtained from simulation (left) and with our model (right) at different degrees of congestion.

100000

1

Probability of being in each state (%)

Total number of routing events

R_discovery
R_loss

10000

1000

100

0.1

0.01

State F
State L
State R

0.001
1

2

3

4

5

Number of active video connections

6

1

2

3

4

5

6

Number of acti ve video connections

Fig. 16. DSR’s route discovery/link loss events (left) and probability of being in each of the model’s states (right) at different degrees of congestion.

representing them (states R and L, respectively). Since in
this case video losses occur due to both mobility and congestion, there is not a perfect match between simulation
events and model states. In the next section, where the
congestion is minimal, we show that the relationship is
much more evident.

6.2. Mobility modeling
We now proceed by modeling losses due to increasing
degrees of mobility. In our tests we increase node speed
from 1 m/s up to 10 m/s. In terms of QoS trafﬁc, we have
a single H.264 video stream with real-time constraints as
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reference. Since the congestion encountered by the video
ﬂow is minimal, mobility alone is responsible for most of
the losses encountered.
In Fig. 17 (left) we show conﬁdence intervals for the
packet loss rate obtained via simulation, along with the
values obtained through the Hidden Markov model
proposed. As occurred for variable congestion, the model
offers an acceptable degree of accuracy, and the same is
true in terms of video PSNR (see right picture in Fig. 17).
18

Concerning the packet loss patterns obtained from the
model, they closely resemble the ones obtained from simulation at all speeds (see Fig. 18), demonstrating the effectiveness of the proposed technique.
Regarding the relationship between DSR’s events (route
discovery and link loss) and the model’s states (R and L),
and keeping in mind that results are not directly comparable, Fig. 19 shows that there is a very high degree of similitude among the curve shapes of related parameters (that
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Fig. 17. Packet loss rate accuracy (left) and video PSNR accuracy (right) at different degrees of mobility.
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is, route discovery and state R, route loss and state F).
Notice that, despite the input of our model lacks any information about routing data or routing states (only arrival
and loss patterns are used), MANET environments are
characterized by an intrinsic relationship between routing
and bursty losses, which explains the success of the proposed model in representing both.
7. Conclusions
Modeling end-to-end loss patterns in mobile ad hoc
networks in an important challenge due to the large loss
bursts that are prone to occur in these networks.
Developing and validating novel application-layer protocols and applications for these networks is an effort that
consumes too much time and too many CPU/disk resources. To solve this problem, in this work we developed
a Hidden Markov representation of end-to-end path
behavior in MANETs that is quite effective in modeling
bursty behavior. The proposed technique allows to evaluate the effects of packet loss and arrival patterns when
sending a compressed audio/video stream using different
routing protocols. We proposed a simpler solution that
uses a two-state HMM, and a more elaborate solution
with a three-state HMM. For both solutions we presented
a heuristic that allows estimating the model parameters
with a good degree of accuracy, greatly reducing the
number of iterations necessary to ﬁnd accurate parameter
values.
We validated our models showing that the proposed
HMMs provide similar results in terms of the loss burst
metrics we deﬁned. In terms of beneﬁts, we compared
time and resource consumption when using either a
simulator or our model, showing dramatic improvements when the number of simulation runs is moderate/high.
Finally, we have employed our model in the scope of
a large scale MANET test environment where the purpose is to conﬁrm model compliance at the user level.
Experimental results have showed that the model’s output in terms of both packet losses and video Peak
Signal-to-Noise Ratio (PSNR) are within the conﬁdence
intervals obtained from simulation. In terms of loss patterns we conﬁrmed that the model’s losses, similarly to
what occurs in simulation, are essentially due to
large loss bursts. We also pointed out the strong relationship between actual routing events and the probability of being in each of the burst-related states in the
HMM.
Overall, we veriﬁed that the model is able to retain its
effectiveness for a wide range of loss burst patterns. Hence,
we consider that our proposal is an adequate alternative to
the developers of multimedia streaming applications for
MANETs, showing excellent results in terms of both accuracy achieved and speedup, and avoiding repetitive,
time-consuming simulations.
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